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1 HEERHY o 2019 8 H 27 H) o BEEIL o 12019 FREEZEET « [REREE - W8HYEEE ) (2019 Midyear Roundup:
Evasive Threats, Pervasive Effects) ° _FZ{FHURERH] 2020 45 2 A 12 H  https://www.trendmicro.com/vinfo/us/security/
research-and-analysis/threat-reports/roundup/evasive-threats-pervasive-effects.

2 Janus Agcaoili ¥ Miguel Ang © (2019 i 6 H 6 H) o #Z4FH - T/ NEFE ~ JEREE K« 2019 SEE)RHNFEE ] (Narrowed
Sights, Bigger Payoffs: Ransomware in 2019) ° = R{FHURF# 2020 - 2 H 12 H : https://www.trendmicro.com/vinfo/us/
security/news/cybercrime-and-digital-threats/narrowed-sights-bigger-payoffs-ransomware-in-2019.

3 EBERHT - 019 11 A5 H)  @EFHE - TEIFRINEIERITIE A (310 S E L HEA R (Nunavat) B AR
(Ransomware Attacks Hit Spanish Companies, Paralyzes Government Services in Canadian Territory of Nunavut) © _FZR{FHUREH] 2020
f£2 A 6 H : https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/ransomware-attacks-hit-spanish-
companies-paralyzes-government-services-in-canadian-territory-of-nunavut.

4 R - 2019 7 4 H) - BIEEIE - TR - BIRFFERIEIE S BHE R B EUTHERT) (Ransomware, BEC Attacks
Strike Government Offices in the US Virgin Islands) ° _FZR{FEUREH] 2020 4 2 H 12 H © https://www.trendmicro.com/vinfo/us/
security/news/cyber-attacks/ransomware-bec-attacks-strike-government-offices-in-the-us-virgin-islands.

5 EERHL - (201948 H 2 H) o BB - TIRBIANNERTRE T AR K SR E R R A ) 520 B U T AR %5 P - (California
City Confirms Phone Line and Financial Data System Disruptions Caused by Ransomware) ° _{FHURFH 2020 £ 1 A 25 H -
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/california-city-confirms-phone-line-and-
financial-data-system-disruptions-caused-by-ransomware.

6  Lawrence Abrams © (2019 ©F 12 H 24 H) © Bleeping Computer ° [ Maze 3R/ E B i) 52 FERHI T (Pensacola) JE AN Z51
i) (Maze Ransomware Releases Files Stolen from City of Pensacola) ° ERTFEE 2020 1 A 25 H ¢

https://www.bleepingcomputer.com/news/security/maze-ransomware-releases-files-stolen-from-city-of-pensacola/.

7  Fahmida Y. Rashid ° (2019 % 12 H 11 H) © Decipher [ Maze ZE¥) 2R 85 S8 A RIINEEE/F ) (Maze Turns Ransomware Into
Data Breaches) ° L ZUfFHUREH] 2020 4£ 1 H 25 H ¢ https://duo.com/decipher/maze-turns-ransomware-incidents-into-data-breaches.

8  HEBEME o 20194 10 A 21 A) » BEEL o TR TR L RFEZEEEH T8RS 1 (Underground Intrusion
Specialists Team Up With Ransomware Groups) ° = ZX/FHUIRFH] 2020 4 1 A 30 H : https://www.trendmicro.com/vinfo/us/
security/news/cybercrime-and-digital-threats/underground-intrusion-specialists-team-up-with-ransomware-groups.

9 Sean Gallagher ° (2019 % 11 A 22 H) © Ars Technica ° T FEBIFE 7 PG % APIE Ryuk B85 » F205 |3 AE0% B2 34 ) (Louisiana
was hit by Ryuk, triggering another cyber-emergency) ° X TFHURH 2020 4F 2 A 12 H + https://arstechnica.com/information-
technology/2019/11/louisiana-was-hit-by-ryuk-triggering-another-cyber-emergency/.

10 Lawrence Abrams © (2019 % 1 H 12 H) © Bleeping Computer > ' Ryuk 2R e TrickBot &1F » AR5 EAHEEE ) (Ryuk
Ransomware Partners with TrickBot to Gain Access to Infected Networks) o _FZ{FHUREH] 2020 £ 2 H 12 H : https://
www.bleepingcomputer.com/news/security/ryuk-ransomware-partners-with-trickbot-to-gain-access-to-infected-networks/.

11 AR - 2019 9 A 10 H) » BEFEHE - TEBIENNEIE T BUTE REvil/Sodinokibi 288 » SRS » FEL EEIKIEE
& | (Texas Municipalities Hit by REvil/Sodinokibi Paid No Ransom, Over Half Resume Operations) ° | ZR{ZEUR ] 2020 4 1 A 25
H : https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/texas-municipalities-hit-by-revil-sodinokibi-paid-no-ransom-
over-half-resume-operations.

12 Matthew Rosenberg ~ Nicole Perlroth £ David E. Sanger ° (2020 £ 1 H 10 H) © The New York Times o [#LEREL : 2020 FAFEDT
B & B RAS H HIFREE ) (‘Chaos Is the Point’: Russian Hackers and Trolls Grow Stealthier in 2020) ° _FZ{FRUR 2020 22 A 7
H : https://www.nytimes. com/2020/01/10/us/politics/russia-hacking-disinformation-election.html.

13 Emsisoft Malware Lab © (2019 % 12 H 12 H) © Emsisoft Blog © [ EBI#Z AR © 2019 FHEELHAEDE ) (The State of
Ransomware in the US: Report and Statistics 2019) ° EZRFFHURFH] 2020 7 1 H 25 H : https:/blog.emsisoft.com/en/34822/the-

state-of-ransomware-in-the-us-report-and-statistics-2019/.

14 SentinelOne ° (2018 & 3 H 27 H) ° SentinelOne ° I SentinelOne : 2018 T2 EKENIZZ R EMHFT (SentinelOne: Global Ransomware
Study 2018) © L IUIFHURERT 2020 41 A 31 H =
https://go.sentinelone.com/rs/327-MNM-087/images/Ransomware%20Research%20Data%20Summary%202018.pdf.

15 Kathleen Foody ° (2019 7 9 20 H) < AP News o T{RFFRIE ATREME— P B RHIZRHELEE | (Payouts from insurance policies may
fuel ransomware attacks) © _FZIFHUREH] 2020 £ 1 H 25 H : https://apnews.com/234360e2e36b424b8849e51e57fe53c5.

16  Kathleen Foody ° (2019 7 9 H 20 H) < AP News o [ {RF#FEIE AT GEME— P B REIZRR A ) (Payouts from insurance policies may
fuel ransomware attacks) © _EZR{FHUREH] 2020 £ 1 H 25 H : https://apnews.com/234360e2e36b424b8849e51e57fe53c5.

17 Kathleen Foody © (2019 %9 H 20 H) AP News o T {RFgERIE AEE— DB REHFRIFFLIE ) (Payouts from insurance policies may
fuel ransomware attacks) © | ZUFHUREE] 2020 4F 1 H 25 H ¢ https://apnews.com/234360e2e36b424b8849e51e57fe53c5.
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18  James Leggate ° (2019 £ 9 H 3 H) © Fox Business © B Eh7R /2585205 ? B75 FBI E/¥/#3 ) (Hit by ransomware? Here’s what
the FBI says you should do) ° - Z{FHURFH 2020 £E 1 A 25 H : https://www.foxbusiness.com/technology/ransomware-fbi-paying-
cyber-criminals.

19 Andrew Brandt © (2019 % 12 H 9 H) © Sophos News ° I Snatch #1785 %55 E B A AT AR E ARERE AR E 2077 ) (Snatch
ransomware reboots PCs into Safe Mode to bypass protection) © | ZUfFHUREH] 2020 4F 1 A 25 H ¢ https://news.sophos.com/en-
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