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1. Steve Ragan° (201547 A 5 H) > CSO° THacking Team /\EIEE% » T {EE AL 7 400GB BIE R (Hacking Team
Hacked, Attackers Claim 400GB in Dumped Data) ° X 7FHERE 2015 #£10 H 27 H :
http://www.csoonline.com/article/2943968/data-breach/hacking-team-hacked-attackers-claim-400gb-in-dumped-data.html.

2. Adobe Systems Incorporated ° (2015 £E) © Adobe Flash Runtimes » T#iEHEIF 1 (Statistics) o FZFERURFR 2015 410 H
30 H : http://www. adobe.com/products/flashruntimes/statistics.html.

\

3. Net Applications.com © (2006-2015 4E) » Net Marketshare » T 5 FAVERGTESE A5 HH 25 (Desktop Operating
System Market Share) o _EZFFEURERT 2015 410 A 30 H : https://www.netmarketshare.com/operating-system-market-
share.aspx?qgprid=10&gpcustomd=0&gpsp=198&gpnp=1&gptimeframe=M.

4. Net Applications.com ° (2006-2015 4E) » Net Marketshare » T 5 AV IS B AT 525 (Desktop Browser Version
Market Share) o ERFFHURH 2015 410 A 30 H :
https://www.netmarketshare.com/browser-market-share.aspx?qprid=2&gpcustomd=0&gpsp=198&gpnp=1&gptimeframe=M.

5. EEARHY o (20154 8 A 16 H) « B EFIMEL; (Threat Encyclopedia) > T Adobe Flash Player Il (CVE-2015-5119) ) (Adobe
Flash Player Vulnerability [CVE-2015-5119]) o EXAFHER] 2015 410 A 27 H + http://www.trendmicro.com/vinfo/us/threat-
encyclopedia/vulnerability/6994/adobe-flash-player-vulnerability-cve20155119.

6. Brooks Li° (201547 A 7 H) ° TrendlLabs BFlZZIFHEETS (Security Intelligence Blog) = THacking Team #J Flash ZHF 2R
TAE IR RSB EME R (Hacking Team Flash Zero-Day Integrated Into Exploit Kits) e _FZRFEHURRE 2015 £ 10H 27H -
http://blog.trendmicro.com/trendlabs-security-intelligence/hacking-team-flash-zero-day-integrated-into-exploit-kits/.

7. PeterPie (201547 A 7 H) ° TrendLabs EFRZEIEFHELERS (Security Intelligence Blog) » T HIERHRT Flash Player IRl LR
HAth Hacking Team & RN EE 45 Fh 3 B AL 25628 %% | (Unpatched Flash Player Flaw, More POCs Found in Hacking Team
Leak) o FZRIFHEUEEE 2015 £ 10 A 27 H : http://blog.trendmicro.com/trendlabs-security-intelligence/unpatched-flash-
player-flaws-more-pocs-found-in-hacking-team-leak/.

8. Weimin Wu ° (201547 H 1 H) ° TrendLabs EFIZEIGHESEFS (Security Intelligence Blog) ° THacking Team HY Flash Z5HF
A R 7 A 1 BB H AP IR 28 ) (Hacking Team Flash Zero-Day Tied To Attacks In Korea and Japan on July
1) o FRIFHURE 2015 4210 A 27 H ¢ http://blog.trendmicro.com/trendlabs-security-intelligence/hacking-team-flash-zero-
day-tied-to-attacks-in-korea-and-japan-on-july-1/.

9. Joseph C.Chen » (20154 7 H 28 H) ° TrendlLabs Bi L E1F#HESE1S (Security Intelligence Blog) ° THacking Team Flash
TR - B AR A8 R A BB TR IL G A Poisonlvy SEIHTFELTE J (Hacking Team Flash Attacks
Spread: Compromised TV and Government-Related Sites in Hong Kong and Taiwan Lead to Poisonlvy) » EZRTFEERT 2015
10 A 27 H : http://blog.trendmicro.com/trendlabs-security-intelligence/hacking-team-flash-attacks-spread-
compromised-tv-and-government-sites-in-hong-kong-and-taiwan-lead-to-poisonivy/.

10.  Veo Zhang ° (201547 H 21 H) ° TrendLabs EFAZEIEHESHEIS (Security Intelligence Blog) o TR FEFEEEEHAY Hacking
Team RCSAndroid 7% T B AT Jepl i ds B B RS E | (Hacking Team RCSAndroid Spying Tool Listens to Calls; Roots
Devices to Get In)  _FXRIFEURFE 2015 ££10 A 27 H : http://blog.trendmicro.com/trendlabs-security-intelligence/hacking-
team-rcsandroid-spying-tool-listens-to-calls-roots-devices-to-get-in/.

1. Danielle Walker (2015 % 7 H 13 H) © SC Magazine o THFFEHEREEEEL iPhone AN BUR BL A3 & AT RE/S Hacking Team HIRE
220 (iPhones, Jailbroken and Not, Vulnerable to Hacking Team Spyware, Firm Finds) o _FZR7FHUISR 2015 4210 A 27 H ¢
http://www.scmagazine.com/ios-devices-dont-have-to-be-jailbroken-for-spyware-sold-by-hacking-team-to-be-installed/article/426137/.

2. Wish Wu ° (20155 7 A 16 H) ° TrendlLabs BillZ 2155 E5E15 (Security Intelligence Blog) » THacking Team & RFINALGT HY
FIEETE App F2Z0ATEERE Google Play 2221411 (Fake News App in Hacking Team Dump Designed to Bypass Google Play) ©
L RAEFRWER 2015 F10 A 27 H + http://blog.trendmicro.com/trendlabs-security-intelligence/fake-news-app-in-hacking-
team-dump-designed-to-bypass-google-play/.

13, EBEARHY - (20154 8 H 20 H) © TrendLabs EilIZ 2 IGg#H5#14 (Security Intelligence Blog) < T Ashley Madison : 1 ~ 3t
=~ BRYNE I (Ashley Madison: A Tale of Sex, Lies, and Data Breaches) o - ZfFHIE 2015 £ 10 H 27 H -
http://blog.trendmicro.com/trendlabs-security-intelligence/ashley-madison-a-tale-of-sex-lies-and-data-breaches/.

14, Matthew Herper ° (201549 A 1 H) » Forbes > [ Ashley Madison f#i{&#8u & B A BEEE 3,000 EiEE 1,000 & 2t A8
FEAMAILE » | (Were There 30 Million Cheaters on Ashley Madison, or 10? How Estimates Get Out of Hand) o 2R TEEURF ]
2015 #£10 A 27 H : http://www.forbes.com/sites/matthewherper/2015/09/01/were-there- 30-million-cheaters-on-ashley-
madison-or-10-how-estimates-get-out-of-hand/.

15.  Chris Baraniuk ° (2015 £ 8 H 24 H) = BBC News » T Ashley Madison fir&fEu @B E8d B 5% 1 (Ashley Madison: ‘Suicides’
over Website Hack) o LZRAFHURE] 2015 4210 A 27 H : http://www.bbc.com/news/technology-34044506.
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16.  Jonathan Leopando © (2015 £F 8 A 31 H) © TrendLabs BiHZE G #HENES (Security Intelligence Blog) »  THEIMER ) & ik
Ashley Madison i F % & #7135 | (Blackmail, Deletion Offers Hit Ashley Madison Users) o _EZX{EEIFH 2015 2 10 A 27
H : http://blog.trendmicro.com/trendlabs-security-intelligence/blackmail-deletion-offers-hit-ashley-madison-users/.

7. RyanFlores ° (2015 59 A 8 H) ° TrendlLabs EilZE EHESE1S (Security Intelligence Blog) T Ashley Madison = 1)
FES AR IR AR A € & N B SEEEMHRAE 2 1 (Ashley Madison, Why Do Our Honeypots Have Accounts on Your
Website?) o L RAFEUR 2015 410 A 27 H : http://blog.trendmicro.com/trendlabs-security-intelligence/ashley-madison-
why-do-our-honeypots-have-accounts-on-your-website/.

18.  Andy Greenberg ° (201549 A 10 H) © Wired > TEX&ILH : BIERE/AF] Excellus FTERZE R T 1,000 EHEERH
(Hack Brief: Health Insurer Excellus Says Attackers Breached 10M Records) » FZRTFHUISRT 2015 4210 A 27 H =
http://www.wired.com/2015/09/hack-brief-health-insurance-firm-excellus-says-attackers-breached-10m-records.

19, Chad Terhune © (2015 4 7 A 17 H) © Los Angeles Times e TUCLA Health System & RIIMNEEEE 450 B4R | (UCLA Health
System Data Breach Affects 4.5 Million Patients) » =2 fFEURFRE 2015 10 A 27 H -
http://www.latimes.com/business/la-fi-ucla-medical-data-20150717-story.html.

20. TrendLabs © (2015 5 8 H 14 H) « #ZFIF &AL ZHE - THESFRER - BB A Y A8l B 15 2 J (Medical
Data in the Crosshairs: Why Is Healthcare an Ideal Target?) o = Z{EHURFRH 2015 %10 H 27 H -
http://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/medical-data-in-the-crosshairs-why-is-healthcare-an-ideal-target.

21, Numaan Huq ° (2015 % 9 F 22 H) » BRI EN L2 - TIREZEERHEMGES - REEERIMNRBIMT S (Follow the Data:
Analyzing Breaches by Industry) o ERIFEUREE 2015 11 H 3 H +
http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-papers/wp-analyzing-breaches-by-industry.pdf.

22. Wish Wu = (2015 %7 H 31 H) ° TrendLabs Bl &4 2 1FHAE 15 (Security Intelligence Blog) T Stagefright il 2 fERE L
M INEE HAIEITR ) (MMS Not the Only Attack Vector for “Stagefright”) » FZRIFEURR 2015 4510 H 27 H = http://
blog.trendmicro.com/trendlabs-security-intelligence/mms-not-the-only-attack-vector-for-stagefright/.

23. Wish Wu = (2015 4%E 7 H 29 H) ° TrendLabs Bl ZE IF#HANETS (Security Intelligence Blog) o THEBARIR 3 Bl — (&7
Android 2 &4 5 K IERIRIA (Trend Micro Discovers Vulnerability That Renders Android Devices Silent) o 2 fEHIR
2015410 A 27 H : http://blog.trendmicro.com/trendlabs-security-intelligence/trend-micro-discovers-vulnerability-that-
renders-android-devices-silent/.

24. Android © Developers » Tz (Dashboards) » FZEHURHE 2015 4£ 10 H 27 H -
http://developer.android.com/about/dashboards/index.html.

25. Wish Wu ° (20154 8 H 26 H) ° TrendlLabs &l ZE 15 #EE1E (Security Intelligence Blog) » T E#HTH# R CVE-2015-3823 i
i« A EIARES (Mediaserver) TEAHRIAERL Heap SCIEEERT) (Revisiting CVE-2015-3823: Mediaserver Bug Leads to Heap
Overflow, Too) ° _FRIFHURH 2015 4210 A 27 H ¢ http://blog.trendmicro.com/trendlabs-security-intelligence/revisiting-
cve-2015-3823-mediaserver-bug-leads-to-heap-overflow-too/.

26. Wish Wu = (2015 % 8 17 H) ° TrendLabs &7l £ IFHEB#EI% (Security Intelligence Blog) » T Android s S B S
k%S (Mediaserver) JTFHEESERINEE | (Mediaserver Takes Another Hit with Latest Android Vulnerability) o _EZRIFHUEE
fi] 2015 510 A 27 H : http://blog.trendmicro.com/trendlabs-security-intelligence/mediaserver-takes-another-hit-with-
latest-android-vulnerability/.

27. Marshall Honorof * (2015 4£ 8 A 5 H) » Tom’s Guide » T Android #&iAEEEHIZ 2 EH1 1 (Android Finally Getting Regular
Security Updates) o ZFHIIFR 2015 410 H 27 H : http://www.tomsguide.com/us/android-montly-security-
updates,news-21432.html.

28. JuzZhue (20159 H 21 H) © TrendlLabs EFlLE IG5 H A5 (Security Intelligence Blog) » T XcodeGhost S HEHI[E 2 EE
AET 2 1 (The XcodeGhost Plague—How Did It Happen?) o _FZRTFEURERE 2015 210 A 27 H -
http://blog.trendmicro.com/trendlabs-security-intelligence/the-xcodeghost-plague-how-did-it-happen/.

29. Charlie Osborne (2015 49 H 17 H)  ZDNet » T Apple AirDrop JiliZE{# F & rIEEE R L8 1 (Apple AirDrop Flaw Leaves

Users Vulnerable to Exploit) o EZAFHURE] 2015 410 A 27 H © http://www.zdnet.com/article/apple-airdrop-flaw-leaves-
users-vulnerable-to-exploit/.

30. Allie Coyne * (2015 4E 8 H 21 H) © /T News » TApple i0S TQuicksandJ JRi{EIF23EEEHEFE ] (Apple i0S 'Quicksand’ Flaw
Enables Enterprise Data Theft) o - ZR{FEHFH 2015 £ 10 A 30 H : http://www.itnews.com.au/news/apple-ios-quicksand-
flaw-enables-enterprise-data-theft- 408202#ixzz3g2cWNI7a.

31, Spencer Hsieh < (2014 fE11 B 7 H) ° TrendLabs Bz £ G HE S5 (Security Intelligence Blog) = TEE Mac/iOS B3 E-&EE#
WireLurker {55222 JH#f | (Staying Safe from WireLurker: The Combined Mac/iOS Threat) o = ZfFRURE 2015 4F 10 H 27
H : http://blog.trendmicro.com/trendlabs-security-intelligence/staying-safe-from-wirelurker-the-combined-macios-threat/.
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32. Brooks Hong ° (2014 511 H 20 H) © TrendLabs B4 £ IF#E5E1% (Security Intelligence Blog) ° TMasque BHERATEN#T 5
B FEEUR N i0S FERERE RN (The Other Side of Masque Attacks: Data Encryption Not Found in i0S Apps) © _EZTF
HIFfE 2015 4210 H 27 H ¢ http://blog.trendmicro.com/trendlabs-security-intelligence/the-other-side-of-masque-attacks-
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