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blog.trendmicro.com/trendlabs-security-intelligence/dns-changer-malware-sets-sights-on-home-routers/.

7. Christopher Budd ° (2015 &£ 4 A 10 H) o @& FHEHE T4 2557515 (Simply Security Blog) » 1B TV5sMONDE & i 538
F| T - ot FAYPY(E/ )\ (The TVSMONDE Attack: Four Hours That Changed the World) » bR 7FEURE 2015 45 7 A
28 H : http://blog.trendmicro.com/the-tvsmonde-attack-four-hours-that-changed-the-world/.
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Millions Using a $35 Malware) ° =R {FHUR#H] 2015 & 7 A 28 H ¢ http://blog.trendmicro.com/trendlabs-security-
intelligence/change-of-supplier-fraud-how-cybercriminals-earned-millions-using-a-35-malware/.

9. BRI o (2015 £F 5 A 26 H) ° TrendLabs Bl 2 E [FHES4 15 (Security Intelligence Blog)  THIEXHEIEILTEHERE S
Frapstar ### 7% | (Attack of the Solo Cybercriminals—Frapstar in Canada) o | R{FHEURH 2015 £ 7 H 28 H © http://
blog.trendmicro.com/trendlabs-security-intelligence/attack-of-the-solo-cybercriminals-frapstar-in-canada/.

10. BERHY o (2015 F 6 A 30 H) © TrendLabs &l 4 £ 1647515 (Security Intelligence Blog) ° TLordfenix : —fiifl| F#1T
EEMEHEEN 20 FEVEEH L (Lordfenix: 20-Year-0Old Brazilian Makes Profit Off Banking Malware) © _FZ(FHUREfE 2015
7 A 28 H : http://blog.trendmicro.com/trendlabs-security-intelligence/lordfenix-20-year-old-brazilian-makes-profit-

D

off-banking-malware/.

11. BRI EREETIE (2015 5 4 A 13 H) © TrendLabs &AL 2 15#55751% (Security Intelligence Blog) ° TEE A PoS &
EREATEEDEEERL T 22,000 #(EF FEE (One-Man PoS Malware Operation Captures 22,000 Credit Card Details in
Brazil) o FX{FEUEFE] 2015 45 7 A 28 H : http://blog.trendmicro.com/trendlabs-security-intelligence/fighterpos-fighting-
a-new-pos-malware-family/.

12. Peter Pi © (2015 - 6 H 16 H) ° TrendLabs Eill% £ 15 # 55515 (Security Intelligence Blog) ° Magnitude JRiFABERE(F] H
FHEFT Adobe IRl : 2B ~ ANEK ~ JEEEELRY A S 5 = 1 (Magnitude Exploit Kit Uses Newly Patched Adobe Vulnerability;
US, Canada, and UK Are Most at Risk) o _FZUfZHIFFH 2015 4F 7 H 28 H : http://blog.trendmicro.com/trendlabs-security-
intelligence/magnitude-exploit-kit-uses-newly-patched-adobe-vulnerability-us-canada-and-uk-are-most-at-risk/.

13. Paul Pajares ° (2015 - 7 H 1 H) ° TrendLabs Eill % £ 155557415 (Security Intelligence Blog) ° [TorrentLocker 75518
=R FA A TREEEE ) (TorrentLocker Surges in the UK, More Social Engineering Lures Seen) o _FRFHUEH] 2015 4 7
H 28 H : http://blog.trendmicro.com/trendlabs-security-intelligence/torrentlocker-surges-in-the-uk-more-social-
engineering-lures-seen/.

14. Veo Zhang ° (2015 7 6 A 2 H) © TrendLabs &2 5 #8541 (Security Intelligence Blog) ° 9o HEXZ : FhE &L
ITENEHZR A4 ) (Attack of the 9os Kids: Chinese Teens Take On the Mobile Ransomware Trade) ° _FX7FHURER 2015 5 7
H 28 H : http://blog.trendmicro.com/trendlabs-security-intelligence/attack-of-the-9os-kids-chinese-teens-take-on-the-
mobile-ransomware-trade/.

15. TrendLabs ° (2015 F 4 A 9 H) « BRI EAL LA o TH % Beebone TREEHENE « BIZARHYAILTTIZ ) (Beebone Botnet
Takedown: Trend Micro Solutions) ° FXFFHURH] 2015 7 7 H 29 H : http://www.trendmicro.com/vinfo/us/threat-
encyclopedia/web-attack/151/beebone-botnet-takedown-trend-micro-solutions.
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16. Europol ° (2015 i 4 A 9 H) ° Europol - T'BIFFE 75 5H7E 821 Beebone JEFEHEH; | (International Police Operation Targets
Polymorphic Beebone Botnet) o _EZ/ZHUEEH 2015 4F 7 H 29 H : https://www.europol.europa.eu/content/international-
police-operation-targets-polymorphic-beebone-botnet.

17. US-CERT ° (2015 E 4 A 9 H) ¢ US-CERT » %1k (TA15-098A): AAEH | Alert (TA15-098A): AAEH) » _ERIFHURFH 2015
7 H 29 H : https://www.us-cert.gov/ncas/alerts/TA15-098A.

18. INTERPOL ° (2015 &£ 4 A 13 H) ° INTERPOL - T[SIFE IS 5 1RESE T E) i /% SIMDA J8FEfdis ) (INTERPOL
Coordinates Global Operation to Take Down SIMDA Botnet) ° _EX{FEURE 2015 &£ 7 A 29 H -
http://www.interpol.int/News-and-media/News/2015/N2015-038.

19. HIBARHY © (2015 % 4 H 12 H) © TrendLabs il % £ 15 #H 55515 (Security Intelligence Blog) ° [ SIMDA J& FEAES EE IR 1
(SIMDA: A Botnet Takedown) ° /7R 2015 4 7 H 29 H : http://blog.trendmicro.com/trendlabs-security-
intelligence/simda-a-botnet-takedown/.

20. Andy Greenberg © (2015 2 H 4 H) ° Wired ° [##l&H T i & 4 Ross Ulbricht Fra-CIEIE L0517 ) (Silk Road
Mastermind Ross Ulbricht Convicted of All 7 Charges) » X {EHUR R 2015 £ 7 A 29 H -
http://www.wired.com/2015/02/silk-road-ross-ulbricht-verdict/.

21. Sam Thielman ° (2015 £ 5 A 29 H) ° The Guardian ° T###&{%% & Ross Ulbricht #7H#% & ;%% | (Silk Road Operator Ross
Ulbricht Sentenced to Life in Prison) » _E X {FHIER 2015 7 A 29 H -
http://www.theguardian.com/technology/2015/may/29/silk-road-ross-ulbricht-sentenced.

22. Vincenzo Ciancaglini ° (2015 5 6 A 22 H) ° TrendLabs &7l %= 4557415 (Security Intelligence Blog) ° TN 25k
% (Deep Web) | (Digging into the Deep Web) o 7R 2015 £E 7 A 29 H : http://blog.trendmicro.com/trendlabs-
security-intelligence/digging-into-the-deep-web/.

23. TrendLabs ° (2015 & 6 A 5 H) o B EALZHE - TEEEEEES] - $HEEME2E 2 | (The Patriot Act Revision:
What Does It Mean to You?) _ERAFHUR ] 2015 £ 7 H 29 H ¢ http://www.trendmicro.com/vinfo/us/security/news/online-
privacy/patriot-act-revision-underway-what-does-it-mean-to-you.

24. David Sancho ° (2015 - 6 A 18 H) © TrendLabs E7fl 4 £ #4541 (Security Intelligence Blog) © T EBIEIT ~ AR E RS
ZHERF HTTPS : — % iU 2 S IEZIRE 2 1 (US Government, Wikipedia Go All-HTTPS. Should Site Owners Do It, Too?) =2
7R 2015 4 7 A 29 H : http://blog.trendmicro.com/trendlabs-security-intelligence/us-government-wikipedia-go-all-
https-should-site-owners-do-it-too/.

25. Warwick Ashford © (2015 4 6 A 15 H) < ComputerWeekly.com  TBUBERHEEREIGH 2015 EEEZE | (EU Data
Protection Regulation to Be Finalized by End of 2015) ° _FX/FERf 2015 7 H 29 H -
http://www.computerweekly.com/news/4500248164/EU-Data-Protection-Regulation-to-be-finalised-by-end-of-2015.

26. TrendLabs ° (2015 F 6 A 5 H) « &2 FHTEAZ2H/E o TEBEANEEHR (OPM) B & HHRIRN S SHFE THEE ] (US
OPM Hack Exposes Data of 4 Million Federal Employees) ° - FHIH 2015 &7 H 29 H
http://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/us-opm-hack-exposes-data-of- 4-million-federal-employees.

27. Ellen Nakashima ° (2015 £ 7 H 9 H) ° The Washington Post » %585 = N\ HEHF (OPM) & RHEING » BEFEF R
H 2,210 B N\ E | (Hacks of OPM Databases Compromised 22.1 Million People, Federal Authorities Say) ° _ {7 HURF
2015 % 7 A 29 H : http://www.washingtonpost.com/blogs/federal-eye/wp/2015/07/09/hack-of-security-clearance-system-
affected-21-5-million-people-federal-authorities-say/.

28. TrendLabs ° (2014 F 9 H 25 H) o #HZEHL &L 247 - THE B IZUHEEF A BE %8 ) (Utilizing Island Hopping in
Targeted Attacks) o _EZ/EHUEE 2015 2 7 A 29 H : http://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-
digital-threats/utilizing-island-hopping-in-targeted-attacks.

29. Ashley Carmann ° (2015 - 7 H 13 H) ° SC Magazine » i H S k%2 2EEM T - 2B AEEHRE (OPM) INEHIEEE
AT REGEER L TE 2 242 | (OPM Repercussions Might Never Be Fully Understood, Says Former White House
Cybersecurity Advisor) ° = R{FHFE] 2015 4 7 A 31 H : http://www.scmagazine.com/opm-repercussions-might-never-be-
fully-understood-says-former-white-house-cybersecurity-advisor/article/426140/.

30. Christopher Budd ° (2015 F 5 A 27 H) « B2 FHEFLE 222 557415 (Simply Security Blog) - T BB F#EE  ({FENE
FAHEHYEZ2E ) (The IRS Hack: What It Means and What It Means for You) ° | Z7FEURE 2015 &£ 7 A 29 H © http://
blog.trendmicro.com/the-irs-hack-what-it-means-and-what-it-means-for-you/.

31. Internal Revenue Service ° (2015 5 6 F 2 H) < IRS - [ EEIBEINFE Get Transcript fEAEAVEH 1 (IRS Statement on
the ‘Get Transcript’ Application) * FZfFHURH 2015 £ 7 H 29 H : http://www.irs.gov/uac/Newsroom/IRS-Statement-on-
the-Get-Transcript-Application.

32. Reuters © (2015 £ 6 H 1 H) © The Asahi Shimbun ° T HAF & AH0EE » 125 EE(H&AIN) (Japan Pension System
Hacked, 1.25 Million Cases of Personal Data Leaked) ° = ZXfFHURF ] 2015 F7 A 31 H -
http://ajw.asahi.com/article/behind_news/social_affairs/AJ201506010096.

33. Feike Hacquebord ° (2015 F 4 A 16 H) ° TrendLabs il Z*Z 155557415 (Security Intelligence Blog) ° 'Pawn Storm %
T - SAE LRI AR (NATO) B22£E = ) (Operation Pawn Storm Ramps Up its Activities; Targets NATO,
White House) ° = R{FHUER] 2015 & 7 A 29 H ¢ http://blog.trendmicro.com/trendlabs-security-intelligence/operation-
pawn-storm-ramps-up-its-activities-targets-nato-white-house/.
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Kervin Alintanahin ° (2015 % 5 A) o B2 FHEHZ21E# - Tropic Trooper B TH) « | B ERARZER
RIBE B ) (Operation Tropic Trooper: Relying on Tried-and-Tested Flaws to Infiltrate Secret Keepers) ° _ 77 HURF ]
2015 % 7 A 29 H : http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-papers/wp-operation-
tropic-trooper.pdf.

TrendLabs ° (2015 i 5 H 14 H) o #EEI &7 Z 2 #7/E - Tropic Trooper B TENAN AN E IR BAT ) (How
Operation Tropic Trooper Infiltrates Secret Keepers) ° _E/ZHUR 2015 F 7 H 29 H :
http://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/operation-tropic-trooper-infiltrates-secret-keepers.
Robert Abel ° (2015 F 6 A 17 H) ° SC Magazine ° [ Lotus Blossom fdi& 8 TH)BEH i pg i B 55 [ B EALAZ ) (Lotus
Blossom’ Cyber Attacks Hit Military, Government Targets in Southeast Asia) ° _EZ{FHURH 2015 £ 7 H 29 H : http://
www.scmagazine.com/researchers-discover-50-cyber-attacks-in-lotus-blossom-campaign/article/421279/.

Ming Yen Hsieh © (2015 % 6 H 26 H) ° TrendLabs Bl 4 [F#5575 1% (Security Intelligence Blog) ° 'ESILE/Lotus
Blossom ZE{TE)H | (The State of the ESILE/Lotus Blossom Campaign) ° _FX7FHUREE 2015 £ 7 H 29 H : http://
blog.trendmicro.com/trendlabs-security-intelligence/the-state-of-the-esilelotus-blossom-campaign/.

Karl Dominquez ° (2011 5 19 A 10 H) © TrendLabs E7l 4 £ 15 #E07%1% (Security Intelligence Blog) = T Y)E: £ T —1[
STUXNET (Keeping Tabs on the Next STUXNET) o R /ZHUR] 2015 4E 7 A 29 H :
http://blog.trendmicro.com/trendlabs-security-intelligence/keeping-tabs-on-the-next-stuxnet/.

Jack Tang ° (2015 i 6 H 17 H) © TrendLabs &ifl% £ 15 &4 (Security Intelligence Blog) ° [ CVE-2015-236073T :
DUQU 2.0 HEF7EFIA ] (Analysis of CVE-2015-2360—DUQU 2.0 Zero-Day Vulnerability) » _EZR7FHUER 2015 5 7 A 29
H : http://blog.trendmicro.com/trendlabs-security-intelligence/analysis-of-cve- 2015-2360-duqu-2-0-zero-day-
vulnerability/ .

Samuel Gibbs ° (2015 £ 6 A 11 H) ° The Guardian > TDUQU 2.0 : {FEARZERER A G531 [ R LG (IERS
(DUQU 2.0: Computer Virus ‘Linked to Israel’ Found at Iran Nuclear Talks Venue) ° X TFHURF# 2015 £ 7 H 29 H -
http://www.theguardian.com/technology/2015/jun/11/duqu-20-computer-virus-with-traces-of-israeli-code-was-used-
to-hack-iran-talks.

Jay Yaneza ° (2015 iF 5 A 4 H) ° TrendLabs Z7A% 2 [F# 7574 1% (Security Intelligence Blog) » TEEEERRN « ZHIMIK
HEH -- 55— (Macro Malware: When Old Tricks Still Work, Part 1) X TFHUF 2015 £ 7 H 29 H : http://
blog.trendmicro.com/trendlabs-security-intelligence/macro-malware-when-old-tricks-still-work-part-1/.

Jay Yaneza ° (2015 4F 5 H 7 H) © TrendLabs EFl4 E [G# 557K (Security Intelligence Blog) - TEHEREER « ZHM
REGR - 55 %1 (Macro Malware: When Old Tricks Still Work, Part 2) o X7 2015 4 7 H 29 H : http://
blog.trendmicro.com/trendlabs-security-intelligence/macro-malware-when-old-tricks-still-work-part-2/.

TrendLabs ° (2015 &£ 7 H 1 H) o #ZEHT &L 27T - TeBay $2H) Magento &5 5 @8 23T RS EERA
(eBay’s Magento E-Commerce Platform Hit by Payment Card Stealers) » b ZX{FHUR ] 2015 47 A 31 H © http://
www.trendmicro.com/vinfo/us/security/news/vulnerabilities-and-exploits/ebay-magento-ecommerce-platform-hit-by-
payment-card-stealers.

Charlie Osborne ° (2015 F 6 H 22 H) ° ZDNet > [eBay {£1ifi Magento & 75 F- &1 A ~ XSS & CSRF JiliJ (eBay
Patches Input, XSS, CSRF Vulnerabilities in Magento E-Commerce Platform) o = ZU{ZEFH 2015 £ 7 A 31 H ¢ http://
www.zdnet.com/article/ebay-patches-input-xss-csrf-vulnerabilities-in-magento-e-commerce-platform/.

Jaydeep Dave ° (2015 ©F- 4 A 29 H) ° TrendLabs Bifl % 15 # 557415 (Security Intelligence Blog) ° 'WordPress {2
HE LA Gk - HIERIE# ) (WordPress Vulnerability Puts Millions of Sites at Risk; Trend Micro Solutions
Available) o ERAFHUH] 2015 % 7 A 31 H ¢ http://blog.trendmicro.com/trendlabs-security-intelligence/wordpress-
vulnerability-puts-millions-of-sites-at-risk-trend-micro-solutions-available/.

NowSecure, Inc. (2015 ) © NowSecure ° Samsung FH#H#E 722 2 /A - 2EEE 6 (EEEEE T H 2 (Samsung
Keyboard Security Risk Disclosed: Over 600M+ Devices Worldwide Impacted) ° =X 77HURFE 2015 - 7 H 31 H : https://
www.nowsecure.com/keyboard-vulnerability/.

The MITRE Corporation © (2015 ) < CVE = [CVE-2015-46401 ° FZ{FHURH 2015 7 H 31 H ¢
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4640.

The MITRE Corporation © (2015 ) © CVE ° [CVE-2015-4641] ° FZR{7FHUR# 2015 FF 7 H 31 H
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4641.

AR © (2015 4 6 H 19 H) © TrendLabs &7l 4% 2 [FH 515 (Security Intelligence Blog) ° T Samsung SwiftKey il :
IBEZHBER)E AN 7] (The Samsung SwiftKey Vulnerability—What You Need to Know and How to Protect Yourself) ° |-
RAFHFE 2015 % 7 A 31 H : http://blog.trendmicro.com/trendlabs-security-intelligence/the-samsung-swiftkey-
vulnerability-what-you-need-to-know-and-how-to-protect-yourself/.
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50. Christopher Budd ° (2015 &£ 6 A 18 H) o @& EIE5HE ZL 25575154 (Simply Security Blog) - T HEEEHEA) Android 4%
E ? J (Unpatchable Android?) b ZX{FHUR ] 2015 % 7 A 31 H © http://blog.trendmicro.com/unpatchable-android/.

51. Seven Shen ° (2015 5 H 27 H) © TrendLabs &7l & 15 #H %1% (Security Intelligence Blog) ° TEZAR 38 Al zE % 1€
B PETLEY Android App f22XAY Apache Cordova Jfi[ilJ (Trend Micro Discovers Apache Cordova Vulnerability that Allows
One-Click Modification of Android Apps) ° _F{FHUR# 2015 &£ 7 A 31 H ¢ http://blog.trendmicro.com/trendlabs-
security-intelligence/trend-micro-discovers-apache-vulnerability-that-allows-one-click-modification-of-android-apps/.

52. The MITRE Corporation ° (2015 4£) ¢ CVE » [CVE-2015-1835] ° FZX{EHURE 20154 7 H 31 H © https://
cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-1835.

53. Dan Goodin ° (2015 & 6 H 18 H) ° Ars Technica ° T# =M 0S X F1i0S IR ER & #EHEERLEF 1Password E 1
(Serious OS X and i0S Flaws Let Hackers Steal Keychain, 1Password Contents) > X {FHF 2015 F 7 H 31 H + http://
arstechnica.com/security/2015/06/serious-os-x-and-ios-flaws-let-hackers-steal-keychain-1password-contents/.

54. The MITRE Corporation ° (2015 ) © CVE ° [CVE-2015-1671] ° ERFHUER 2015 % 8 A 5 H : http://
www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-1671.

55. Brooks Li © (2015 - 7 A 7 H) © TrendLabs &7l 4 £ #5415 (Security Intelligence Blog) < Hacking Team ) Flash %
AR 25 R e L B B TR I 8 22 4 b ) (Hacking Team Flash Zero-Day Integrated Into Exploit Kits) o _EZR TR
2015 &£ 7 A 29 H : http://blog.trendmicro.com/trendlabs-security-intelligence/hacking-team-flash-zero-day-integrated-
into-exploit-kits/.

56. Peter Pi ¢ (2015 7 7 H 11 H) © TrendLabs & X2 [F#E5%15 (Security Intelligence Blog) ¢ Hacking Team & fHMNAE
Y —{HZER = IRFIFE ) (Another Zero-Day Vulnerability Arises from Hacking Team Data Leak) o _FZR{FHUE] 2015 4
7 H 29 H : http://blog.trendmicro.com/trendlabs-security-intelligence/another-zero-day-vulnerability-arises-from-
hacking-team-data-leak/.

57. Michael Angelo Casayuran © (2015 F 5 4 19 H) « #ZF A E FF} (Threat Encyclopedia) © T{R'E DHL HRIR E i
EMOTET] (DHL Spam Arrives with EMOTET) » bR 2015 £ 8 A 4 H -
http://www.trendmicro.com/vinfo/us/threat-encyclopedia/spam/3561/dhl-spam-arrives-with-emotet.
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